UMEA UNIVERSITET

Byt I6senord och aktivera MFA pa ditt studentkonto

Steg 1. G3 till administrationsverktyget genom att félja ldnken: Mina instéllningar

Steg 2. Klicka pa Jag har glédmt mitt Umu-ID och/eller I6senord.

Mina installningar

Logga in med ditt Umu-1D f&r att se och andra dina instéllningar.

Jag har glomt mitt Umu-ID och/eller I6senaord 4—
Jag vill terstalla min Microsoft MFA

Steg 3. Vilj ndgon av de rodmarkerade rutorna under Aterstill I6senord och fdlj
instruktioner pa skarmen.

Glomt dina kontouppgifter fér
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N&r du val bytt [6senord fér Umu-ID:t sd galler det nya I6senordet pd alla stallen du
loggar in. Om du anvander ditt Umu-ID pa flera enheter och med automatisk inloggning
behdver du uppdatera lésenordet aven dar (endast uppdatera med ratt 16sen, ej byta
l6senord). Om du testat att logga in med fel I6senord flera ganger finns en risk att ditt
konto blir I8st under 15 minuter, testa darfér igen efter 15 minuter.
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Steg 4. Aktivera MFA (multifaktorautentisering) for ditt studentkonto.

MFA (multifaktorautentisering) ar en tjanst som ger dig ett utdkat skydd vid inloggning.
Tjansten innebar att nar du loggar in i vissa tjanster vid universitet, kommer du utéver
ditt Umu-id och 16senord pa datorn, &ven anvanda appen Microsoft Authenticator pa din
telefon eller surfplatta.

1 - Forberedelser

Ladda ner ratt version av Microsoft Authenticator via Apple App Store eller Google Play
Butik till din mobiltelefon.

Det &r viktigt att appen ser ut som pa bilderna nedan och att det star Microsoft
Corporation som utgivare av appen.

Apple App Store

Microsoft

Authenticator
Microsoft Corporation

o

Google Play Butik

Microsoft Authenticator

Microsoft Corporation

Nu &r du redo att ga vidare.

2 — Starta Guiden

For att starta guiden som aktiverar MFA gar du

till https://aka.ms/mfasetup i webbldsaren pa din dator.

Vi rekommenderar starkt att du 6ppnar lanken i ett privat-/inkognitofonster for att
undvika problem.

Du kan hégerklicka pd lanken ovan och se nedan for respektive webblésare hur du
Oppnar lanken i ett privat-/inkognito fénster.


https://aka.ms/mfasetup
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e Google Chrome: _Qppna lank i inkognitofdnster.
e Microsoft Edge: Oppna lank i InPrivate-fonster.
e Mozilla Firefox: Oppna lank i nytt privat fénster.

e Safari: Hall dven in option och klicka sedan p& Oppna lank i nytt privat
fonster.

N&r du kommer till en ruta som vill att du anger en e-postadress klicka pd Steg 3 nedan.

3 - Loggain

Ange ditt Umu-id@ad.umu.se och klicka pa Nésta.

B® Microsoft
Logga in

E-post, telefonnummer eller Skype

Inget konta? Skapa ett!

Kan du inte komma at ditt konto?

Du kommer att bli vidarebefordrad till Umed Universitets inloggning dar du behéver fylla i
l6senordet for ditt Umu-id. Klicka p3 Lésenord.
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Autentiseringsalternativ

[++] Losenord _

[123] Logga in med tvastegsverifiering

Skriv in ditt 16senord och klicka p& Logga in.

= UMEA
UNIVERSITET

@ad.umu.se

Ga& sedan vidare
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Steg 4 - FOlj Guiden

Efter Steg 3 kommer du till en bild som ser ut som nedan, klicka pa Nésta.

== Microsoft

Mer information kravs

Din organisation behdver mer information for att
skydda ditt konto

Anvand ett annat konto

Lds mer

Du kommer sedan till en guide frdn Microsoft som hjalper dig genom resten av
processen. Nar du blir uppmanad att ladda ner appen &r det bara att klicka p& Nasta
eftersom det gjorde du i Steg 1.

Fortsatt med guiden och las instruktionerna noga.

Dubbelkolla garna Steg 5 om du blir osaker.

5 — Slutfor Guiden

I Guiden ovan fran Microsoft behéver du utféra vissa steg pa din telefon och vissa steg
pd datorn i webblasaren.

Darfor ar det viktigt att efter man lagt in kontot i appen pa telefonen slutfér guiden i
webblasaren och verkligen testar funktionen.

Testa att det fungerar

Det visas tva siffror pa datorn du behéver ange pa telefonen.



Begransad delning

UMEA UNIVERSITET
Skydda ditt konto

Din organisation kraver att du konfigurerar faljande metoder som bevisar vem du ar.

Microsoft Authenticator

Lat oss prova

v

IGudiéinn det meddelande vi skickar till din app.

Bakat Mista
Jag vill konfigurera en annan metod

N&r du ser bilden nedan klickar du p@ Nasta och guiden &r slutférd.

Skydda ditt konto

Din organisation kraver att du konfigurerar foljande metoder som bevisar vemn du ar.

Microsoft Authenticator

| Meddelandet har godkants

v

Jag vill konfigurera en annan metod

Du ar nu klar med aktiveringen av MFA.
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Change or reset password on Umu-id and activate MFA
Follow these steps:
1. Go to the administration tool My Settings

2. Click on I have forgotten my Umu-ID and/or my password

My Settings

Login with your Umu-ID to see and set your settings.

| have forgotten my Umu-1D and/or my password — —ifj—
| want to reset my Microsoft MFA

3. Click on one of the tools in red under Reset password and follow the instructions
on the screen.

Forgotten your accountdetails
for umu-id

To reset or get your accountdetails you as a student need to verify yourself by logging in
to either Universityadmissions.se, edulD, Freja elD or BankID. If you are an employee
you can verify yourself with Freja elD or BanklD, alternatively contact your catalogue- or
IT-responsible person.

Reset password

As student with Universityadmission se

‘ As student with edulD

With BanklD H With Freja elD ‘

Get username

‘ As student with Universityadmissions se ‘ As student with edulD ‘

‘ With BankID H With Freja elD ‘

Note! Once you have changed the password for the Umu ID, the new password applies to
all places you log in. If you use your Umu-ID on several devices and with automatic
login, you need to update the password there as well (update with the correct password,
do not change the password). If you cannot change your password, wait 15 minutes and
try again, it may be that your account has been temporarily locked because you tried to
log in too many times.


https://administrationsverktyg.umu.se/Settings/

Begransad delning

UMEA UNIVERSITET

4. Activate MFA (multi-factor authentication)

MFA (multi-factor authentication) is a service that provides extra protection when
logging in.

This means that you need to use the Microsoft Authenticator app on your
smartphone or tablet beside your Umu-id and password to log into certain

university services on your computer. This guide describes how you activate MFA
for your Umu-id using your computer and smartphone.

Step 1 — Preparations

Download the right version of Microsoft Authenticator via Apple App Store or Google Play
Store.

It is important that the app icon looks like the pictures below and that Microsoft
Corporation is the app originator.
Apple App Store

Microsoft

Authenticator
Microsoft Corporation

o

Google Play Butik

Microsoft Authenticator

Microsoft Corporation

You are now ready to go to Step 2 below.

Step 2 - Start the guide

To start the activation guide, open https://aka.ms/mfasetup in a private
tab (incognito) in a web browser on your computer.
The incognito mode is recommended to avoid problems.

To open a link in private/incognito mode, right-click the web address above and press the
relevant option depending on your web browser, see the options below.


https://aka.ms/mfasetup
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e Google Chrome: Open link in incognito window.

e Microsoft Edge: Open link in InPrivate window.

e Mozilla Firefox: Open link in New Private Window.

e Safari: Hold Option and click “"Open link in new Private Window”.
When you are asked to enter your email, go to Step 3 below.

Step 3-Login

Type your Umu-id@ad.umu.se (for instance: abcd0123@ad.umu.se) and click Next.

BT Microsoft

Sign in

Email, phone, or Skyp

[ni]

Mo account? Create one!

Can't access your account?

You will be redirected to Umed University’s login page where you need to enter your
Umu-id password. Then click Sign in.

UMEA
UNIVERSITET

@ad.umu.se

Begransad delning



Begransad delning

"ERS

UMEA UNIVERSITET

Go to Step 4 below.

Step 4 — Follow the guide

After Step 3, you will encounter an image that looks like the one below. Click Next.

S® Microsoft

-;Tad.un*.:.se
More information required

Your organization needs more information to keep
your account secure

Use a different account

- rm mnr
eamnm (8]

M

L

You will then be directed to a guide from Microsoft providing instructions to guide you
through the rest of the process.

When you are urged to download the app, click Next. You have already downloaded the
app in Step 1.

Follow the guide and read the instructions carefully.

Double-check Step 5 if you are uncertain.

Step 5 - Complete the guide

In the Microsoft guide above, you need to take certain steps on your smartphone and
other steps through a web browser on your computer.

After you have added the account in the app on your smartphone it is important that you
complete the guide and test the service.

Test that it works

Two numbers will be shown on your computer. Type these in on your phone.
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Microsoft Authenticator

Let's try it out

Approve the notification we're sending to your app.

Resend notification

When you can see the image below, click Next and the guide is complete.

Microsoft Authenticator

v/

3 Notification approved

You have now activated your MFA.



